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B cootsercTBue ¢ Tpebopanusamu [lonoxenus banka Poccuu oT 20.04.2021 Ne 757-I1 «O6
YCTAHOBIICHHH O0A3aTENbHBIX IUI1 HEKPEOHTHBIX DHHAHCOBLIX OpraHm3ammit TpeboBaHHH K
oBecnedeHHI0 3aUTE HH(GOPMAIMK TIPH OCYLIECTBICHUH JECATCIBHOCTH B chepe (UHAHCOBBIX
PBIHKOB B L€JSX MPOTHBONCHCTBHS OCYIIECTBICHHIO HE3AKOHHEIX durancosex omepanui» OO0
«YK «Cu Tlu Tpact» (manee mo TeKCTy - Opranu3zanus) JOBOJUT [0 Ballero CBEAECHHA OCHOBHBIC
PEeKOMEH/IALUMHA 110 3alluTe MHGOPMALMK OT BO3AEHCTBHSA TPOrPAMMHBIX KOZOB, MPUBOALIMX K
HApYLIEHHWIO ITATHOTO (DYHKIMOHAPOBAHHS CPEICTB BBIUMC/IMTENBHON TEXHHUKY (BPEIOHOCHBIHA
KOJ), B ILEJIAX TPOTHBOEHCTBHS HE3aKOHHBIM (PHHAHCOBEIM OTIEPAIHSIM.

PeKOMEHIAIHH M0 COBMIONEHHIO WHPOPMALMOHHOH 0e30macHOCTH (COBOKYIHOCTH MEp,
IpUMEHEHHE KOTOPHIX HAMpaBICHO Ha HEMOCPENCTBEHHOE obecriedeHre 3alUTH WHOOPMALWH,
[IPOLIECCOB, PECYPCHOTO H OPraHH3allMOHHOro OOeCIedeHHd, HeoOXOAUMOTO I8 MPUMEHEHUS
yKa3aHHBIX MEp 3allUTHl (31€Ch W janee TEPMHHBI U3 T'OCT P 57580.1-2017) He rapaHTHPYIOT
oBecrieyenne KOH(HISHIMATBHOCTH, IEIOCTHOCTH ¥ JOCTYIIHOCTH HH(OPMAIHH, HO MO3BOJIAIOT B
(eOM CHM3HTH PHCKM HH(OPMAIMOHHOW O€30IacCHOCTH H MHHHUMH3HPOBATh BO3MOXHBIC
HeraTHUBHBIE ITOC/ICACTBHUA B CIIydac HX pealld3alliu.

B cpssu ¢ TeM, 4To TpeboBaHusi WHOOPMAIMOHHONW OE30MAaCHOCTH TAK KE MOIYT OBITE
OTpaXkeHBI B [OTOBOpAaX, PEraMEHTaX, MpaBHIaX M MHBIX JOKYMEHTax OpraHu3alHH,
pEraMEeHTHPYIOMHAX TPeIOCTABIEHUE YCIIyT/CEPBHCOB, HACTOAIIHE PexoMeHaalUy ASHCTBYIOT B
YaCTH, HE TIPOTHBOpeYariel MoIoKeHUIM BHY TPEHHHX OKYMCHTOB.

B mensx CHHIKEHHMsS pPHCKAa peanu3aldi HHIHUJICHTOB uHpOPMALHOHHOH 0€3011acHOCTH
(TOCT P 57580.1-2017) — HexenaTeNbHBIC MM HEOXKHIAHHEIC cOOBITHS 3amIUThEl HH(QOPMALIHH,
KOTOpBIE MOTYT MpPHBECTH K PHCKY HApYIICHHS BBITOITHCHUA GH3HEC-TPOIIECCOB  (KIHEHTA),
TeXHONOTHYECKMX ~ TIPOIECCOB OpraHmsaluu u  (WiM) HapyITATH KOH(HISHIHATBHOCTH,
[{€JIOCTHOCTH Y JOCTYITHOCTH HH(QOPMAIHH BCICICTBHE:

e HECAHKIMOHHPOBAHHOTO JOCTYTIA K Barmed uHpOpMaIiy JIMIaMH, HE 00agaroImUMHA

IIPABOM OCYIIECTBIIEHHS 3HATAMBIX (KpUTHYHBIX) Omepanuit (B T.4. ()MHAHCOBBIX);

o [OTepH (XMINEHHS) HOCUTENEH KIOUeH SIeKTPOHHON TIONIHCH, C HCTIOIB30BAHICM
KOTOPBIX, OCYIIECTRISIOTCS KPUTHHBIC (thiHAHCOBEIE) OIEPAIINH;

e  BO3IEHCTBHS BPEIOHOCHOIO KOJIa Ha YCTPOMCTBA, C KOTOPEIX COBEPIIAOTCSA KPHTHHHEIC
((huHAHCOBBIE) OMEPAIIHH;

e COBEpIIEHWS B OTHONIEHHH Bac HHBIX MPOTHBOIPABHBIX NeWCTBHE, CBA3aHHBIX C
uHGbOpPMaLHOHHOH 6€30MacHOCTRIO.

PekoMeHIyeTcs CcOOMIONaTE PSII MPOGHUIAKTHICCKUX MEpOIpPHUSTHH, HaIpaBICHHBIX Ha
[OBBIIEHAE yPOBHS WH(POPMAIMOHHOM  (E301acHOCTH  NPH  HCIOJIB30BAHAH 00BEKTOB
urdopMaTH3alMK  (COBOKYIHOCTH ~OOBEKTOB, PECYpeoB, CPEICTB W  CHCTEM obpaboTkn
uHpOpMaIMH, B T.4. aBTOMATH3MPOBAHHBIX CHMCTEM, HCIOIB3YEMBIX LA obecrieueHu
undopmarmsamuu Gustec-nporeccos (TOCT P 575 80.1-2017) Opranu3amu.

BHUMATENBHO H3Y4ATE JOTOBOP, IPHUIOKEHHS K IOTOBOPY M MHBIE JOKYMEHTDI, CBA3AHHBIC C
HCMONHEHWEM JOTOBOpa, O3HAKOMLTECH C pasleiaMH, TOCBAMICHHBIMA HHGOPMAHOHHOH
6e30nmacHOCTH/KOHQUACHIIMATBHOCTH.

1) TIpu oOCYyLIECTBICHHH KPHTHYHBIX (uHAHCOBBIX) OIEpaluii CilIefyeT NPUHAMATE BO
BHMMAHHE DHCK IONydYeHHs TPeTBHMH JIHLUAMH HECAHKIMOHMPOBAHHOIO JOCTyNa X
sammumaeMoil HHGOPMAIHK C HENbI0 OCYIECTBICHHII QHHAHCOBBIX omepanui THIAMH, HE
06MANAIONIIMH NPABOM HX OCYUIECTBICHHs, TaKWEe PUCKH MOLYT ObITh  00YCIOBIEHEI
BKJTIOYAS, HO HE OFPAHHYMBAsACH CIIEIYIOIIUMH [TPAMEPAMH.

a. Kpaxa mapons u HAeHTH(HUKATOpa [JOCTyna HIH HHBIX KOH(HICHIIHATBHEIX
nannex, Hanpumep, CVVACVC Homepa  KapTel KTIoued  DIEeKTPOHHOH
nomAcH/muPOBaHHs TTOCPEACTBOM TEXHHYECKHX CPelCTB H/WJH BPEJIOHOCHOTO
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KOJa, M HCIONB30BAHHE 3JIOYMBIIUIEHHMKAMH YKa3aHHBIX [aHHBIX C JPyrHX
YCTPOMCTB /UL HECAaHKIIMOHMPOBAHHOTO JOCTYIIA,

b. YcraHoska Ha  yCTPOHCTBO  BDENOHOCHOTO — KOJ@, KOTOpPBIH  MO3BOJHT
37I0yMBIIIIEHHAKAM OCYIIECTBUTh KPHTHYHBIE ONIEPAINH OT Bamero nmenu;

c. Vcromb3oBaHys 3M0YMBIIIEHHAKOM YTEPAHHOTO HIIH YKPaASHHOro Teneona (SIM
xaptel) oy nonyderns CMC KooB, KOTOPBIE MOTYT IIPHMCHATBCA Opranusanuei B
KauecTBe JOMONHMUTENGHON 3allUTEl U1 HECAHKIIHOHMPOBAHHEIX (DUHAHCOBBIX
oTIepalliii, 4TO MO3BOTHT UM O0OHTH 3aIMUTY;

d. Kpaka WIM HECAHKIMOHHDOBAHHBIM JOCTYN K YCTPOHCIBY, C KOTOPOTO Bor
none3yeTech yonyramu/cepsucamu OpraHusanuy JUis TOMydYCHHS JaHHBIX W/
HECAHKIMOHMPOBAHHOTO JOCTYIa K ceprcaM OpraHu3alyy ¢ 9TOTO yCTpoHCTBa,

e. Ilomyuenue mapons W HACHTHpUKATOpA HOCTYyIA w/mm koxga w3 CMC u/umu
KOIOBOTO CJI0Ba H IPOYMX KOHGHIESHIMANBHBIX M[AHHBIX, B T.4. TACIOPTHBIX
JIAHHEIX, HOMEPOB CYETOB | T.J. IlyTeM 00MaHa H/WITH 370yI0TPEONeHHA I10BEPHEM,
KOT7a 37I0yMBIIUIEHHWK —[peJCTaBisercs coTpyiHuKoM Oprausaluu HIH
TEXHUYECKAM CIICNMANMCTOM FUIH MCTIONB3yeT WHYK JIEreHay u mpocut Bac
COOBIIUTE €My 5TH CEKpeTHbIC JaHHbIE; WM HANPABIACT MOIICTEHEIC cooOmIeHus
IO 3JIeKTPOHHON MOYTE MM IHCHMO 110 0OBIYHON MOYTe ¢ HPOCKOOH MPENOCTABHTE
pHQOPMAIIMIO MJIM  COBEPIIMTH  AEHCTBHE, KOTOPOS MOXET HPHBECTH K
KOMITPOMETAI[HH YCTPOHCTBA,

f. IlepexBata OIEKTPOHHBIX COOOIIEHWH U TOTYYEHHA HECAHKIMOHMPOBAHHOIO
JOCTyIa K BEITHCKAM, OTYeTaM U Tpodeil (uHAHCOBOH unbopmanuy, ecid Bama
5IEKTPOHHAs ~ [0YTa  MCIIONB3YETCs  JUIA uHbOpMAlHOHHOTO ~ 00MEHa  C
Oprauusanuedi. M B cirydae mOTyYeHHs DOCTyNa K Bamel >IeKTPOHHOH IOH4TE,
oTmpaBka coobImeHuH 0T Barmero uMenn 8 OpraHu3allyio.

2) Jlns CHMKEHHS pUCKA QUHAHCOBBIX IOTEPD!

a. OfecreusTe 3alIUTy YCTPOMCTBA, C KOTOPOTO BBl MONB3yeTCCh YCIyraMu
OpraHusanyy, K TAaKEM MepaM BKIOYas, HO HE OrPaHHIMBAACh MOTYT OBITH
OTHECEHHBI:

o VICHONB30BAHAE TONMBKO JIMIEH3HOHHOTO MPOTPAMMHOIO obecredeHus,
TTOJTy4E€HHOTO U3 JTOBEPEHHBIX HCTOUHUKOB,

e 3ampeT Ha YCTAHOBKY NIPOrpaMM U3 HEMPOBEPEHHBIX HCTOTHUKOB

e Hamuume cpejncTBa 3alllMThl, TaKAX KaK: aHTHBHPYC (c perymsapHo H
CBOEBPEMEHHO OGHOBIISIEMbIME Ba3aMH), IEPCOHATBHBIH MEXKCETEBOH DKpaH;

o Hacrpoifka mpaB JOCTYma K YCTPOHCTBY C MEJBIO IPEIOTBPAIlCHIA
HECAHKLHOHMPOBAHHOTO JIOCTYIIA;

e XpaHeHHe, HCIONBE30BAHHE YCTPOHCTBA C MEIbBIO u30eKaTh PUCKOB KpaKh
W/MITH YTEPH;

o CBOEBpeMeHHEIE OOHOBIICHHS ONEPALHOHHON CHCTEMBL, 0cOOEHHO B 9acTH
oBHOBICHH Oe3omacHOCTH. MMeliTe B BHIY, YTO OOHOBICHHA CHIDKAOT
DUCKM  3apaKEHHMsl BPENOHOCHBIM  KOIOM. 3710yMBIIUIEHHEKH ~ 9acTO
HCIIONB3YIOT CTaphle YA3BHMOCTH;

o AKTHBAIMS IAPOIBHON MM MHOM 3alMTHI UL Z0CTyTIa K yCTPOHCTBY.

b. Ob6ecrneusTe KOHQHAEHIHATBHOCTE!
e XpaHuTe B TaliHE ayTeHTH(UKAHOHHEIE/ HICHTH(QHKAIMOHHbIC JTaHHBIC H
KTIOUEBYI0 HH(BOPMALHIO, IMONydeHHble 0T OpraHusaliu: Mapol, CMC
KOMbI, KONOBEIE CJIOBA, KITOUM 3JIEKTPOHHOH noxnAcH/mupoBaHud, a B
cTygae KOMIPOMETAllMM HEMEIICHHO NPUMHTE MEpBI ML CMEHBI H/HIH
ONOKUPOBKH;



e CobronaifTe NPUHIKAT pPasyMHOTO PAacKphITUs HH(pOPMAIMH O HOMEpax
CYETOB, 0 BAIIMX MACIOPTHEIX JAHHBIX, O HOMEPax KPeJUTHBIX M J1e0eTOBBIX
kapT, 0 CVC\CVV kopax, B ciIydae €CJIi y Bac 3alpallMBAIOT yKa3aHHYIO
uH(OpMAIMI0, B MpUBSI3KEe € cepsucaM OpraHM3alMi IO BO3MOXHOCTH
OIICHHTE CHTYAllMI0 ¥ YTOUHHTE IIONHOMOYHS H MPOHEAypy Hepes
He3aBHCHMEIN KaHal, HalpuMmep, depe3 TeleQOH KOHTakT IEHTpa
OpraHu3anuy.

¢. IlposBrsiiTe OCTOPOKHOCTH ¥ MPEIYCMOTPHTEIBHOCTS!

e BypTe OCTOPOIKHBI IPH TONYYEHHH ONEKTPOHHBIX MHCEM CO CCHIIKAMH M
BIIOJKEHUAMH, OHM MOTYT IIPHBECTH K 3apaK€HHIO BaIllero YCTPOHCTBA
BPEIOHOCHBIM KOZOM. BpenoHocHbIH KO, TomaB K BaM 9€pe3 3JICKTPOHHYIO
TOYTY WJIH HHTEPHET-CCBUIKY Ha CaHT, MOXCT MONYYHTh HOCTYT K OOBIM
JIAHHBIM ¥ HH(OPMAIMOHHBIM CHCTEMaM Ha BallleM yCTPOHCTBE;

e BHUMaTeNbHO HpOBEpsHTE ajgpecaTa, OT KOTOPOTO TPHIIO DIEKTPOHHOS
IHCbMO.  Bxomsmiee  SMEKTPOHHOE — IHCBMO — MOXeT — ObITh  OT
3/I0yMBIIIIEHHHKA, KOTOPBIH Mackupyercss 1o OpraHusaldio WM HHBIX
JIOBEPEHHBIX JIUII;

e ByapTe OCTOPOKHBI NP TPOCMOTpe/paboTe ¢ HHTEPHET-CaHTaMH, TaK Kak
BPETIOHOCHBIHA KO MOXKET OBITh 3arpyIKeH C caiTa;

o By/ipTe 0CTOPOKHE! ¢ haifiaMy U3 HOBBIX HIIH HEJOBEPEHHBIX)» HCTOIHHKOB
(B T.4. apxHBBI C TapoleM, 3allH(ppOBAHHbIC (aitpl/apXUBEL, T.K. TAKOTO
poma (Qadimer He MOryT ObIThb IIPOBEPEHBl AHTHBHPYCHBIM [0 B
ABTOMATHYECKOM PEKHME);

o He 3aX0IHTe B CHCTEMbI YAIECHHOTO JOCTYIA C HEIOBEPEHHEIX YCTPOHCTB,
KOTOphle BEI He KOHTponupyere. Ha Takumx yCTPOHCTBAX MOXET OBITH
BPeOHOCHBIH KOJI, COOUpAIONIH TTapoy M HICHTH(QHUKATOPEI JOCTYIIA HIIH
CIIOCOOHBIM TTOIMEHHUT OIIEPALHIO;

¢ CrieuTe 3a MHbOpPMAanKei B pecce B Ha caiite OpraHu3aliy O MOCIeIHAX
KPUTHYHBIX YS3BUMOCTAX M O BPELOHOCHOM KOJIE;

o [Ipy HanMudH B paMKax BalIero IPOTYKTa CEPBHCA KOHTAKT IECHTPE,
OCYIICCTBIITE 3BOHOK TONBKO IO HOMepy TenedoHa, YKasaHHOMY B
JOTOBOPE MU Ha OYHUIHATEHOM calTe OpraHu3auy. Y uMmeliTe B BUAY, YTO
ot muna OpraHu3alid He MOTYT IIOCTyNaTh 3BOHKH HIIH coOOMIeHHs, B
KoTopelx oT Bac Tpebyror mepemate CMC-xon, naponb, HOMEp KapThl,
KOIOBOE CIIOBO H T.J. KOIOBOE CIIOBO MOXKET OBITH 3aIIPOIIEHO TOJIBKO, SCIIH
BBl CAMH II03BOHHIIU B KOHTAKT LEHTP;

e UMeiiTe B BHLY, Y4TO €CITM Bbl IlepefacTe Bam Tene(oH /W yCTPOHCTBO
JPYTHM TOJI30BATENAM, OHE MOTY YCTaHOBHTH Ha HETO BPEIOHOCHBIH KOZI, @
B CIIydae Kpakd WM YTepH 3JI0YMBIIUICHHHKH MOTYT BOCIONB30BATECA HM
g gmoctymna k cuereMaM OpraHu3aliy, KOTOPBIMH IIOJIB30BAIHCH B B
CBSI3H € 3THM IIPH yTepe, Kpaxe Tenedona (SIM kapTer), HCTIONB3YEMOTO AL
nonygesns CMC KOJXOB HIM JOCTYma K CHCTEMam OpraHM3allid ¢
MoGHIFHOTO INPUWIOKEHHA: 1) He3aMeLTUTEeIbHO npouH(OPMHPOBATEH
OpraEu3andio 4epe3 KOHTAKTHBIA — IEHTP, 2) 1uenecoobpasHo IO
BO3MOKHOCTH OIEPAaTHBHO C YYETOM IIPOYHX DPHCKOB H ocobeHHOCTEH
HCIIOTIB30BAHMS Baliero TtenedoHa 3abI0KHPOBATh M IEPEBBITYCTHTH SIM
KapTy, & TAK)Ke CMEHHTH 1aposib B MOOHIEHOM NIPHUIIOKCHHH;

o [Ipy  NOJO3PEHMH  HA  HECAHKIMOHUPOBAHHBIA  JOCTYII H/AIA
KOMITPOMETAIIHEO ycTpoHcTBa HE0OX01UIMO CMEHHUTH apolIs,
BOCIIONB30BABIIMCE ~ APYTMM  IOBEPEHHBIM  YCTPOHCTBOM W/UIH
3a6I0KUpOBATE MOCTYI, ofparuBmuch B OpraHu3aluio, B OTHOMICHHH
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KIF0UEeBOH HH(OPMAINH, €CIH 3TO YMECTHO Ul Balled YCIyrd — OTO3BaTh
CKOMIIPOMETHPOBAHHEI KJIFOY ONEKTPOHHOM —mMommucw/muppoBaHud, B
COOTBETCTBHH C IIPABHJIAMH, OTPaKCHHBIMH B JIOTOBOpE, MPHIOKEHHAX K
JIOTOBOPY ¥ HHBIX JOKYMEHTAX, CBA3AHHEIX C HCIIOJHEHHEM JI0TOBOPA;

o [ToMHHUTE, YTO HANMYHE ITATOHHON» PE3ePBHOM KOIME MOKET O0JIETIHTD U
YCKOPHTH BOCCTAHOBJIEHHE BAIIEr0 YCTPOHCTBA;

o Jlyuime BCEro WCMOJB30BATh U1 (DMHAHCOBBIX OIEPAUMH OTAENIBHOC,
MAaKCHMATBHO 3alUIIEHHOE YCTPOHCTBO, JOCTYI K KOTOPOMY €CTh TOJIBKO Y
BAC;

o KouTtpomapyiite cBoi TeneoH, HCIIOIb3yEMBblit UL IOy EHU CMC kozos.
B cinyuae BEXoma u3 crpost SIM KkapThl, He3aMETATENBHO OOparmanTech K
COTOBOMY OIEPATOpY Ul YTOYHCHUS IPHYHH ¥ BOCCTAHOBIICHHSA CBA3H.

d. TIpu pabote ¢ KIFOUaMH I€KTPOHHOMN TOMITHCH HEOOX0IHMO:

e Mcronp30BaTh Ui XPAaHEHHsS KIIFOUeH 3JEKTPOHHOM MOMIHCH BHEIIHHE
HOCHTEJIH, HACTOSTEIBHO PEKOMEHIYETCS HCIONB30BaTh CIECLHAIBHEBIC
SAIMIIEHHBIE HOCHTEIH KIOYeBOl uH(OpMAuH (KIFOUEBble HOCHTEIH),
Hanpumep: e-token, cMapT-KapTa u T.IL.;

e KpaiiHe BHUMATEIBPHO OTHOCHTBCA K KIIOYEBOMY HOCHTENIO, HE OCTaBILATH
ero 6e3 MpPUCMOTPa U HE IepellaBaTh TPETHHM JIHIAM, U3BIIEKATh HOCHTCIIH
W3 KOMIILIOTEpa, CIi OHH (KITIOYEBhle HOCHTENH) HE HCIONB3YIOTCH LT
paboTer;

e Mcronp30BaTh CI0XKHBIE IIAPOIIH ISl BXOa Ha YCTPOMCTBO M JUIA JOCTYTa K
KJTFOUaM SIIEKTPOHHOM MOIMUCH/KIIFOYEBEIM HOCHTEIIAM, HE XPAHHUTE TapOJIH
OTKPBITOM BHJIE Ha KOMIIBIOTEPE/MOOHIIEHOM YCTPOKCTBE.

e. Ilpu paGoTe Ha KOMILIOTEPE HEOOXOIUMO:

e Vcronp30Barh JHIEH3HOHHOE ImporpamMuoe obecrneuenue (OnepanHoHHBIE
CHCTEMBI, OHCHBIE TTAKETHI | T.J1.);

o CBOGBPEMEHHO YCTAHABIMBATH AKTyalbHbIE OOHOBICHHA 0e30macHOCTH
(OTIepallMOHHEIE CHCTEMbI, OQHCHEIE IAKETHL B T.J.);

e Vcronp30BaTh AHTUBHPYCHOE IIPOrpaMMHOE OOecredeHne, pPeryispHoO
OGHOBJISATH AHTHBHPYCHBIE Oa3El,

o VICII0Tb30BaTh CIEIMATH3HPOBAHHbIE TPOrPAMMBI JUTS 3aIIAThl HH(pOPMAIHH
(IepCOHANBHBIE ~ MEKCETEBhIE  SKpaHbl M CPEACTBA  3allUTBl  OT
HeCaHKIHOHHPOBAHHOIO IOCTYINa), CPEeICTBa KOHTPOIA KOH(UTY paIu
YCTPOMCTB;

e crio/1p30BaThk CIOIKHEIE TTAPOJIH;

e OrpandynTh JOCTYIl K  KOMIIBIOTEPY,  HCKIIFOYHTH (orpaHHYHUTE)
BO3MOKHOCTh QUCTAHI[HOHHOTO TOAKIIOYEHHS K KOMIIBIOTEPY TPETHHM
JIHLAM.

f. Ilpu paboTe ¢ MOGHIBHBIM IIPHJIOKEHHEM HEOOXOMUMO:

e He ocraBmaTh cBoe MoGuubHOE ycTpoifcTBO Ge3 HpHCMOTpa, HTOOHI
HCKJTFOUUTD HECAHKITHOHUPOBAHHOE HCIIOTH30BaHHE MoGuIIEHOTO
TIPHJIOIKEHHUS;

o Ucronb30BaTh TONbKO odunanrsHbie MoOHIbHbIE TIPHIOKEHU,

e He mepexoauTh MO CCHUIKAM H HE yCTaHABIHBATH [PHJIOKEHH ST/ 00OHOBIIEHHS
GesomacHocTH, mpuinemnae B SMS-coobmennH, Push-yBenoMJIEHHH HJIH TI0
3JIEKTPOHHOH T0YTE, B TOM YHCIE OT IMeHH OpraHn3aluy;

e YcraHOBHTH Ha MOBGHIBHOM YCTPORCTBE [apoilb [T AOCTYTa K YCTPOHCTBY
H TIPHIIOKEHHUIO.



g. Tlpu obmene undopmanuei gepes cets MIHTEPHET HEOOXOIUMO:

¢ He oTKphIBaTh mUCEMa M BIOXKEHHS K HHM, IOJNYYEHHBIE OT HEW3BECTHBIX
OTIpaBUTENIEH 0 MEKTPOHHOH IOYTE, HE NEPEXOINUTD M0 COACPIKAIIUMCS B
TAKHX MHACHMaX CChUIKaM,

e He BBOAMTL MEPCOHANBHYI0 HH(GOPMANHUIO HA IOJO3PUTENbHBIX caiiTax H
JPYTHX HEM3BECTHBIX BaM pecypcax;

e OrpaHUYHTE NOCENIEH s CaiTOB COMHHUTEIFHOTO COJIEPIKAHMS;

e He coxpausTh Mapoiy B NMaMsITH HHTEPHET-Opay3epa, €Clli K KOMIIBIOTEPY
€CTh JOCTYT TPETHHX JIHII;

e He nakumarh Ha GaHHEPH! U BCIUIBIBAIOIIME OKHA, BO3HHMKAIOIIHE BO BpeMs
paboTs! ¢ ceThio IHTEpHET;

e He orkphiBaTh (ailnel, MOMy4YeHHblE (CKaYaHHBIE) M3 HEH3BECTHBIX
HCTOYHHKOB.

[IpH MOTO3PEHHH B KOMIIPOMETALMH KIHOYEH 3JIeKTPOHHOH MONNHCH/MUpPOBAHHS HIH
HECAHKIIHOHHPOBAHHOM IBM)KECHHMH IEHHBIX OyMar, IEHEKHBIX CPEICTB WIA MHBIX (DHHAHCOBBIX
AKTHBOB HEOOXOMMO He3aMeIIUTENLHO 0bpamaTtses B OpraHu3aliio.



